UH®OPMALIMOHHASI TAMSITKA
JJISI OBYYAIOIINAXCS 17151 PASMEIIEHUS
HA O®UIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaxAbIM ToJIOM MOJIOAEKH B MHTEPHETE CTAaHOBHUTHCSA OOJbILE, a IIKOJBHUKUA OJHH M3 CaMbIX
aKTMBHBIX IOJb30BaTesied Pynera. Mexay TeMm, IOMHMO OIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
UHTEPHET HeceT U MpobieMbl. DTa naMsTKa JOKHA IOMOYb Tebe 0e3011acHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOTpPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTHh K Pa3MHOXKEHHIO. B OMIOTHEHNE K 3TOMY, BUPYCHI MOTYT
HOBPEINUTh WM HOJHOCTHIO YHMUYTOXHTH Bce (hailyibl U JaHHbIC, NOJKOHTPOJbHbBIE MOJIb30BATENO, OT
MMEHHU KOTOpPOro Obula 3amylieHa 3apa)K€HHasl IPOorpaMMa, a Tak)Ke IOBPEAUTh WIM JaK€ YHUUTOXKHUTb
OINEPALIMOHHYIO CHCTEMY CO BceMH (aiinamu B LenoM. B OoNbIIMHCTBE CllyyaeB pacHpOCTPaHAIOTCA
BUPYCHI YEpE3 UHTEPHET.

MeTobI 3alUThl OT BPEAOHOCHBIX IPOrpaMM:

1. Mcnonb3yii COBPEMEHHBIE ONMEPAIMOHHBIE CUCTEMbI, UMEIOLIME CEPbE3HBIA YPOBEHBb 3AILMTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IloctosHHO ycraHaBnuBail maytd (uUMdpoBBIE 3amIaTKU, KOTOpbIE aBTOMAaTHYECKU
YCTAQHABJIMBAIOTCS C IEJbI0 JOpAaOOTKM IpOorpamMMbl) M Jpyrue OOHOBIIEHHSI CBOEH OIEpalMOHHON
cucrembl. CkaumBail UX TOJIBKO ¢ OopHUIMaIbHOTO caiita paspadorunka OC. Eciam cymecTByeT pexum
aBTOMAaTHUYECKOr0 OOHOBJIEHHS, BKIIIOUH €r0;

3. Paboraii Ha cBOEM KOMITIBIOTEpE IIOJ] MpaBaMH IOJB30BATENsl, a HE AJAMUHUCTpATOpa. DTO HE
HO3BOJMUT OOJIBIIMHCTBY BpPEJOHOCHBIX IPOrpaMM HHCTAUIMPOBAaTbCS Ha TBOEM IE€PCOHATBLHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE IPOrpPaMMHBIE IPOAYKTbl H3BECTHBIX MPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3nUeCKHi JOCTYN K KOMITBIOTEPY JUIs TOCTOPOHHUX JIMIL;

6. Vcnionb3yii BHEIIHME HOCUTEIN MH(OpMallMU, Takue Kak (elika, 1McK win (ailil u3 MHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBbIE (ailyibl, MOTYYEHHbIE W3 HEHAJEXKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIN. JIyyllie yTouHH y HETo, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BuA mepenaun JaHHBIX, HE TEXHOJOIHWs, a BCEro JIMIIb OpeHn, mapka. Eme B 1991
roJly HHUJEpJIaHJCcKas KoMmaHus 3aperucrpupoBaia Opena "WECA", yto o0o3Ha4ano Cll0BOCOYETaHUE
"WirelessFidelity", koTopblif mepeBoanuTcs Kak "GecrpoBoiHAs TOYHOCTD".

Jlo Hamero BpeMEHH JIoNIa JApyras abOpeBuatrypa, KoTopas SIBISETCS TaKOH K€ TeXHOJIOTHEelH. JTo
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBON TEXHUKHU
Hi-Fi, uto B mepeBoe 03HayaeT "BbICOKast TOYHOCTH".

Ja, OecrmyiaTHBI HWHTEpHET-IOCTYN B Kade, OTensAX U a’dpomoprax sBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIX0JIa B HHTEpHET. HO MHOTHE 3KCTIEpPTHI CUMTAIOT, 4TO obmenocTynHele Wi-Fi cetn He
SIBIISIFOTCS] 0€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH PabOTHI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro nuuHyro uHpopMaiuio yepes3 obmenocrynasie Wi-Fi cetu. PaboTast B HuX,
JKeJaTeTbHO He BBOAMTH TIAPOITH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa,

2. Vcnonp3yii 1 OOHOBIISAH aHTUBUPYCHBIE POrpaMMBbl U Opanamayep. TeMm caMbIM Thl 00€30I1aCHIIb
ce0st OT 3aKaYKH BHpYyCa Ha TBOE YCTPOIHCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi otkmioun ¢ynxmuio "OOmuit noctyn k daitnam u npuHTepam'.
JlaHHas (QyHKUUS 3aKpbITa IO YMOJYAHUIO, OJHAKO HEKOTOpBIE IOJIb30BAaTENM AKTUBHUPYIOT €€ M
y100CTBa UCIOIB30BaHUA B paboTe Ui yueoe;

4. He ucnonb3yit myomuunsii WI-FI nms mepemaum nNWYHBIX NTAHHBIX, HAllpUMeEp I BBIXOZA B
COLMAJIbHBIE CETH WM B 3JICKTPOHHYIO I10UTY;

5. Wcnonb3yii Tonpko 3antuieHHoe coenunenune yepe3 HTTPS, a ue HTTP, T.e. npu nHabGope BeO-



anpeca BBoau umeHHo "https://";
6. B moOunsHOM Tenmedone orkmoun ¢yHkumio "Tloakmouenune xk Wi-Fi aBromarnuecku". He
JIOITyCKali aBTOMaTHYECKOTO MOJIKIIIOUEHHUS yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

ConuajJbHbIe CeTH

ConuasibHble CETH AaKTUBHO BXOJST B HAally JKW3Hb, MHOTME JIOAM padOTalOT M JKUBYT Tam
nocTosiHHO, a B Facebook yxke 3apeructpupoBan MUILTHAP] YEJIOBEK, UYTO SBIISAETCS OJHOM ceIbMON BCex
KHUTEJeH IUTaHeThl. MHOTHE TIOJIb30BaTeNld HE IMOHMMAIOT, YTO HWHQOpMalus, pa3MelleHHas HMU B
COLIMAJILHBIX CETSIX, MOXKET OBbITh HaleHa U MCIIOJNb30BAaHA KEM YrOJHO, B TOM YHUCIIE HE 00s3aTENIbHO C
0JIaruM1 HaMEPEHUSIMH.

OcHOBHBIE COBETHI 110 0€30M1aCHOCTH B COLIMATBLHBIX CETAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Apy3bsAX HE TOKHO OBITH CIIy4ailHBIX U HE3HAKOMBIX JIIOZCH;

2. 3amumai CBOK YacTHYK >KM3Hb. He ykaspiBaili maposu, TenedoHbI, ajapeca, JaTy TBOETO
POXAEHUS U APYTYIO JTUUHYI0 HH(POPMAIUIO. 370yMBIIUIEHHUKA MOTYT UCIIOIb30BATh JaXke HHPOPMALIUIO
0 TOM, KaK Thbl ¥ TBOM POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiaii CBOIO penmyTalurio - ISPKH €€ B YUCTOTE M 33JaBaii cede BOMPOC: XOTeN ObI ThI, YTOOBI
Ipyrue TMOJb30BaTeNld BHUJIENH, YTO Thl 3arpyxaemb? [logymail, mpexae 4eM 4YTo-TO OMyOIHKOBATh,
Hanucarh U 3arpy3uTh;

4. Ecnu Tl TOBOPHILIb C JIFOJIBMH, KOTOPBIX HE 3HACIllb, HE UCIIOJIb3YH CBOE PEATbHOE UMSI U IPYTYIO
JMYHYI0 HHPOPMALIUU: UM, MECTO KHUTEIHCTBA, MECTO Y4eOBI U MPOYEE;

5. N3beraii pazmemienus dororpaduii B IHTEpHETE, T11€ THI M300pakeH Ha MECTHOCTH, TI0 KOTOPOH
MO>KHO OIIPENEIIUTh TBOE MECTOIOJIOKECHHUE;

6. [Ipu peructpauuu B COUUANbHON CETH HEOOXOIMMO UCIOIB30BaTh CIIOXKHBIE MAapOJIH, COCTOSIIIHE
u3 OyKB ¥ U(p U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Jas coumanbHOM CEeTH, MOYTHl U JAPYTUX CANTOB HEOOXOAMMO HCIIOJIIB30BAaTh Pa3HbIC MapOJIH.
Torpa ecnu Te0s B37I0OMAIOT, TO 3J0YMBIIUIEHHUKH TOJy4YaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBIE IeHbI'H

DJEeKTPOHHBIE JIEHBI'M - 3TO OYEeHb YHOOHBIH CrIOCO0O MiaTexel, 0JHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpBIE XOTAT NOJYYUTh 3TU JCHBIU.

ONEKTPOHHBIE JEHBIN MOSABWINCH COBCEM HENABHO M MMEHHO M3-3a 3TOIO BO MHOTHX I'OCYJapCTBax
JI0 CUX TIOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT M O HHMX YK€ INPOIHUCAHO B 3aKOHE, I/Ie MX pa3feisioT Ha
HECKOJIbKO BMJIOB - AHOHUMHbBIE U HE aHOHUMHbIE. Pa3HUIla B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi IMPOBOAWUTH oOmepanuu 0e3 HAeHTH(UKAMK TOJb30BaTeNs, a B HEAHOHHMMHBIX
UACHTU(UKAIMS MT0Ib30BATENS SBISETCS 0053aTENbHOM.

Taxoke cienyer pa3znuyaTh 3JEKTPOHHbIE (PMATHBIE JAEHBIM (PaBHBI OCYNAPCTBEHHBIM BaJIIOTaM) U
3JIEKTPOHHbIE HE(UATHBIE IEHbIU (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHbBIE COBETHI M0 6€30MacHOi paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. IlpuBsbku K cueTy MOOWIIBHBIN TenedoH. ITO camMblil yIOOHBIM U OBICTPBIN CIOCOO BOCCTAaHOBUTH
JocTyn K cuety. [IpuBs3anHblii TenedoH MOMOXKET, eciy 3a0yAelIb CBOM IIATeKHBINA MapoiIb WU 3aiIeIib
Ha CaliT C HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucnonb3yit oxHopa3zoBble mapoiu. Ilocie mepexona Ha yCHIIEHHYIO aBTOPH3AIMIO Tebe yxe He
OyZIeT yrpokaTh OMAaCHOCTb KPaXKU WM NIepexBaTa IJIaTeKHOTO apoJis;

3. BbiOepu cnoxublii maponb. IlpectymHukam OyaeT He HpPOCTO yrajaTb CIOXKHBIA MapoJb.
Hanexxnble nmaponu - 3T0 maposu, KOTOpble CoAepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ce€0s1 CTPOUHbIE U
NpONKCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKWe KaK 3HAK J0JUIapa, pyHTa, BOCKINLATEIbHBIN
3Hak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE I0BEPSIEILb.

DJIEKTPOHHAS 1104TA

3JI€KTpOHHaSI no4yra - 3TO TCXHOJIOTHA U NPCAOCTABIIACMBIC €10 YCIIYT'U IO NNCPECHIIKEC U MOJTYUCHUTO
AJICKTPOHHBIX COOOIIECHUH, KOTOPHIE PACTIPENEIISIIOTCS B KOMIBIOTEpHOW ceTH. OOBIYHO AJIEKTPOHHBIN



MOYTOBBIA SIIUK BBITJIATUT CICAYIOIIUM 00pa3oM: HMS_IOJB30BaTEISI(@UMS_JTIOMEHA. Takke Kpome
nepesavyy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTD MepeiaBaTh (haiibl.

OcHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ INMEKTPOHHON TOUYTOM:

1. Hago BBIOpaTh MpaBUIIBHBIN TTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OeCIIIaTHBIX
MOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIE JOBEPSITH TEM, KOT'O 3HACIIb U KTO MEPBbII B PEUTHHTE;

2. He yka3piBali B JHMYHOH TmoOYTe JWYHyl0 wuHPopmanuio. Hampumep, mydmie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" nan "pox2013" Bmecto "Temal3";

3. HUcnonp3yil ABYXATAllHYK0 aBTOPU3aLMI0. DTO KOrJa MOMHMMO IMapoJisl HYXHO BBOJHUTH KO,
npucbuIaeMblil mo SMS;

4. BwiOepu COXHBIN maponb. Jas KaXI0TO MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM HAaJICXKHBIMH,
YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HaMCAaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTb;

6. Mcnonb3yil HECKOJIBKO IOYTOBBIX SIIIMKOB. llepBbIil A 4acTHOM NEpenucku ¢ ajpecaTami,
KOTOPBIM ThI JI0BEpsielllb. DTO JIEKTPOHHBIN aJpec He HaJl0 UCIOIB30BaTh MPU perucTpanuu Ha Gopymax
U calTax;

7. He oTkpbIBaii (hailsibl 1 Apyrue BIOXKEHUS B MUChMaX, JIa)Ke €CJIM OHH MPHUILIH OT TBOMUX JIPYy3eH.
Jlydiie yTo4HUM y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Daitiibr;

8. ITocne okoHyaHust pabOTHI HA TOYTOBOM CEpPBHUCE MEPE] 3aKPhITHEM BKJIAJKH C CAUTOM He 3a0yab
HaxxaTh Ha "Beriitu".

Ku6epOy/utuHT WK BUPTYaJibHOE H3/1€BaTeIbCTBO

KubepOymnuHr - mpeciiefoBaHHE COOOIICHUSIMH, COJIEP)KAIIUMHU  OCKOPOJICHHUS, arpeccuro,
3alyTUBaHKe; XYJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHHE C IIOMOUIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KHOSPOYIITHHIOM:

1. He ©pocaiics B 60ii. Jlyummii cioco6: mocoBeTOBaThCs Kak ce0si BECTU U, €CIIM HET TOro, K KOMY
MOXHO OOpaTuUThCs, TO BHa4ale YCHOKOUTHhCSA. EcCIM THl HadHEmb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle Pa30XkKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppenyTanmei;

3. AHOHMMHOCTb B ceTH MHHMMasg. CylIecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMT 33 AaHOHMMHBIM
AKKayHTOM;

4. He crour BecTH XyJIUTaHCKUN 0Opa3 BUpPTyaldbHOH XHU3HHU. VIHTEpHET (QUKCUpYEeT BCE TBOU
NEHCTBUS U COXpaHSET UX. Y JaNUTh UX OyJeT KpailHe 3aTpyJHUTENbHO;

5. CoGunrosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UWrHopupyil eauHuuyHblii HeraTuB. (OHOpPA30BbIE OCKOPOUTEIbHBIE COOOIICHUS JTy4llle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayaJlbHOW CTa/luy;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMHU COOOIICHHUSIMU, B COIIMAIBHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKHUPOBKH OTIPABKH COOOILIEHUN C ONPEAETICHHBIX a/IpECOB;

8. Ecmu T1hI cBuzaerenb kubepOymimHra. TBow JeHCTBHUS: BBICTYNHMTH IHPOTUB IIpECIIeI0BaTeNs,
MOKa3aTb €My, 4YTO €ro JAEWCTBHsA OLEHUBAIOTCS HEraTWBHO, NOJJIEpPXaTbh >KEPTBY, KOTOPOH HyXHa
MICUXOJIOTHYECKask MOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

MoOubHbIi Te1edoH

CoBpeMeHHbIEe cMapT(HOHBI U TUIAHIIETHI COIEPKAT B ceO€ BITOITHE B3POCIBIA (QYHKIIMOHAT, U TETEPh
OHH MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMU KOMIbIoTepamu. OTHAKO, CPEACTB 3aIIMUTHI IS TO00HBIX
YCTPOMCTB TMOKa OYEeHb Majo. TeCTHUpOBAaHWE W TOUCK YSA3BUMOCTEH B HHUX IPOUCXOJWT HE TakK
UHTEHCHBHO, Kak Jtst [1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX MTPHIIOKEHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIM HACTOJBHBIC aHAJIOTH, OJTHAKO
pacmupenne QyHKIIMOHAA BIeUeT 3a CO00M OOBIIYIO CIOKHOCTh U MEHBIIIYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOM3BOJUTENTHN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIONINE KPUTUUECKHUE YSI3BUMOCTHU
JUIS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 11 0€30IMaCHOCTH MOOWIIBHOTO TeedoHa:

Hudgero He siBAsieTcs mo-HAcTOsMIEMY OeCIUTaTHBIM. byab OCTOpOXeH, Bellb KOrja Te0e mpeiararoT
OeCIUTaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TIJIaTHBIC YCIIYTH;

Hymaii, npexnae yeM otnpaBuTh SMS, ¢oro mnm Buaeo. Thl TOYHO 3HaeUb, I7le OHU OyayT B
KOHEYHOM HTOTE?



Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI 17151 MOOUIIBHBIX TENE(OHOB;

He 3arpyxaii mpuaoXeHus OT HEM3BECTHOIO MCTOYHHKA, BEb OHU MOTYT COJEP)KaTh BPEIOHOCHOE
IPOrpaMMHOE 00ECTIEUCHHE;

[Tocne Toro kak THI BBIAJCIIb C caiiTa, I7ie BBOAMJ JMYHYIO HH(OpPMAIHIO, 3aiil1 B HACTPOUKH
Opay3epa u ynanu cookies;

[lepuonuuecku npoBepsii, KaKue IIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tese(hOHA TOJIBKO JHOASIM, KOTOPBIX ThI 3HACLIb U KOMY JI0OBEpsEIlIb;

Bluetooth momken ObITh BBIKIIIOYEH, KOT/Ia THl UM HE MOJb3yelbes. He 3a0biBail mHOTIa IPOBEPSITH
3TO.

Online urpwoi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAaCOYHBIC, 3aXBATHIBAIOIIUE PA3BICUYCHHS, OOBEAMHSIONINC
COTHHU THICSY YEJIOBEK MO BceMmy MHUpY. rpoku MCCIeNyIOT JaHHBIH UM MHp, OOIIAIOTCS IPYT C IPYToM,
BBITIOJIHAIOT 3a/IaHUsl, CPaKaroTCs C MOHCTPAMHM M MOJY4arOT ONBIT. 3a YAOBOJBCTBHE OHM IUIATAT:
MOKYMNAIOT JUCK, OTUIAYMBAIOT ADOHEMEHT UJTM TPUOOPETAIOT KaKHUEe-TO OIIIHUH.

Bce sTu cpenctBa uMAyT Ha MOIJEp)KaHUE M PA3BUTHUE HUIPBL, a TaKkkKe Ha caMmy O€30MacHOCTH:
COBEPIIICHCTBYIOTCS CHCTEMBI aBTOPW3AIMH, BBITYCKAIOTCS HOBBIC MaTyd (IUGPOBBIC 3aIIATKH IS
IpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo0HBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaKH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIIUU OOJIBIITUHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecniu npyroit urpok BefeT cedsl mI0Xo WK co3AaeT Tebe HeMPUITHOCTH, 3a0JIOKUPYI €ro B CIIHCKE
UTPOKOB;

2. Iloxanyiics aIMHUHHCTPATOpaM WIrpbl Ha IUIOXO€ IIOBEJIEHUE HTOrO WIPOKA, JKEJIATEIbHO
MPUIIOKUTh KaKHE-TO JI0KA3aTEJIbCTBA B BUIE CKPUHOB;

3. He yka3siBaii mTuuHyro nHGopMaiuio B mpodaiiie urpsel;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeodunanbHbIe TATYU U MOBL;

6. Mcnionb3yi ClI0’KHBIE U pa3Hble MapoJiy;

7. laxxe BO BpeMsl UT'Pbl HE CTOUT OTKIIFOYAaTh aHTUBUPYC. [I0Ka Tl Urpaelib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

OUINMHT WK Kpaka JUIHBbIX JaHHbIX

OObIYHON KpaskeH JIeHer W JIOKYMEHTOB CETrOAHsS YK€ HUKOIO HE YJMBHIIL, HO C PAa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKH IEPEMECTUINCh B HHTEPHET, M IPOJOJDKAIOT 3aHUMAaThCS
"III0OMMBIM" JTETIOM.

Tak mosBUiach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIM (DUIIMHT, TJIaBHAs LENb KOTOPOTO
COCTOUT B MOJyYE€HUU KOHPUACHITHATHHBIX JAHHBIX MTOJIb30BATENIEH - IOTMHOB M maposiei. Ha anrmuiickom
s3bike phishing ynraercs kak GumuHr (ot fishing - peiOHas noBis, password - Tapoib).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Eciu ThI mojmo3peBaellb, YTO TBOS aHKeTa OblUla B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATH €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. Ucnionb3yit Oe3onacHble BeO-CailThl, B TOM YHCIIe, MHTEPHET-Mara3uHoB U TIOMCKOBBIX CUCTEM;

3. Ucnonw3yit croxHbIE W pa3Hble mapoid. TakuMm oOpa3oMm, eciu TeOs B3JIOMAloT, TO
37I0YMBIIIJICHHUKH MOJTy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY NPO(UIIIO B CETH, @ HE KO BCEM;

4. Eciiu Te0s B3IOMaIH, TO HEOOXOIMMO MPEAYIPEANTH BCEX CBOUX 3HAKOMBIX, KOTOPBIEC 100aBICHBI
y Te0sl B APY3bsIX, O TOM, YTO T€OsI B3IOMAIM M, BO3MOKHO, OT TBOEr0 UMEHHU OyJeT pacchlIaThbCs cliaM U
CCBUJIKM Ha (PUIIIMHTOBBIE CAUTBHI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbiBail (haiiinbl U Apyrue BIOKEHUS B MUCbMaXx, JaXK€ €CIIM OHHU MPUIUIM OT TBOMX JPY3eil.
Jlyyiie yTOYHM y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.

Hudposas penyranus



[udpoBas pemyranust - OSTO HEraTUBHAs WJIM TO3WTHBHas WHQopmaius B cetu o Tebe.
Komnpomerupyromas nHpopmarusi, pa3MelieHHass B UHTEpHETE, MOXKET Cepbe3HbIM 00pa3oM OTPa3UThCSA
Ha TBoed peanbHOW >xm3HU. "lludpoBas penmyramms" - 3TO TBOW HMMHIK, KOTOpPBIH (opmupyercs w3
uHpopMaLuu 0 Te0e B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJapocTKy JIETKOMBICIEHHO OTHOCATCA K MyOnuKanuu JuuHoi uHdopmanuu B UuTepHere,
HE MOHMMAs BO3MOXKHBIX MociencTBUM. Thl Jake HE CMOMKEIIb J0TafaTrbcs O TOM, 4To ¢ororpadus,
pa3MelieHHas 5 JIeT Ha3a/l, cTajla IPUYUHOM 0TKa3a IPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenienne TBoux Qortorpaduii m apyrue AeMcTBUS MOTYT HE HCUE3HYTh JIaXe
mociie TOro, Kak Thl MX yJaluilb. Tbl HE 3HACNIb, KTO COXpPAaHWI 3Ty MH(OpMalMIO, MOoMaja JId OHA B
MIOWCKOBBIE CHUCTEMBI M COXPaHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOUIME JIOIM,
KOTOpBIE HaAyT U yBUIAT 5T0. Haiitu nHbopMaIuio MHOTO JIET CILCTsI CMOXKET JIF000i - Kak U3 J00pbIX
no0yX/IeHU, TaK ¥ ¢ HAMEPEHUEM MPUYUHUTH Bpel. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEIyTaALNU:

1. IToxgymaii, mpexxae 4yem 4To-TO MyOJIMKOBaTh M TepenaBaTh y ceds B OJore Wi B COLMAIBHOM
ceTH;

2. B mactpoiikax mnpoQuis YCTaHOBH OTrpaHHYEHHs Ha MPOCMOTP TBOETO NPOPHIS U €ro
COJIEPKUMOTO, C/IeNIall €ro TOJNbKO "1 Apy3ei';

3. He pa3memaii u He yka3piBaili MH(POPMAILMIO, KOTOpas MOXKET KOro-in00 OCKOpPOISATh WM
00MXKaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE NOJIb30BaTENN LU(POBOTo npocTpancTBa. OHAKO aleKo He
BCE 3HAIOT, YTO TOJIH30BaHUE MHOTUMH BO3MOXXHOCTSIMH IIU(PPOBOTO MHpa TpeOyeT cOoOII0IeHUs MpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTENIEKTyallbHass COOCTBEHHOCTh'" OTHOCUTCSI K Pa3jMYHBIM TBOPEHUSIM UEIOBEYECKOTO
yMa, HauMHas C HOBBIX M300pETEeHHI M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOAYKTHI M YCIAYTH, U
3aKaH4YMBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEUIEKTYaJlbHYI0 COOCTBEHHOCTb Ha IPOU3BEJICHMS HaYKH,
JUTEpaTypbl U MCKycCTBAa. ABTOpCKHME TpaBa BBICTYNAIOT B KayecTBE TapaHTHM TOrO, 4YTO
UHTEJUIEKTYaJbHBIN/TBOPUECKUII TPyl aBTopa He OyAeT HampacHbIM, JacT €My CIpaBeaUBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPYyAa, MOJIYYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3
paspelieHuss aBTOpa HE MOXKET BOCHPOM3BOJIUTH €ro IPOU3BEJIEHHE, PACHpPOCTPAHATh, MyOIMYHO
JEMOHCTPUPOBaTh, IMpojaBaTb, HMIIOPTUPOBATh, IyCKaTh B MpOKAaT, NyOJIMYHO HCIHOJHSATS,
NOKa3bIBAaTh/UCIIONHATH B 3¢Upe WK pa3Memiars B IHTepHeTe.

Ucnons3oBanue "muparckoro” mporpaMMHOTO 00€CTIeUeHUsI MOKET TPUBECTH K MHOTUM PUCKaM: OT
NOTEPU JAHHBIX K TBOMM aKKayHTaM /10 OJOKMPOBKHM TBOETO YCTPOWCTBA, IJie YCTaHOBIIEHA HEJeTallbHas
nporpamma. He cTouT Takxe 3a0bIBaTh, UYTO CYIIECTBYIOT JIETaJIbHbIE U O€CIIaTHBIE IPOrPaMMbl, KOTOpbIE
MO’KHO HAWTH B CETH.

O noprane
CeteBHuOK.p( - TBOH IJIaBHBIA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O 0E€30IaCHOCTU B CETH

MOHSITHBIM U JIOCTYITHBIM SI3bIKOM, a IIPH BO3HUKHOBEHUHU KPUTHUECKOM CUTYyallMl OOPATUTHCS 32 COBETOM.
A Taxke NpUHATH YYaCTHE B KOHKYPCAX M CTaTh CaMbIM LU(POBBIM IpaxaaHUHOM!



